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CEREBRAL SOFTWARE

IS AN IT CONSULTING FIRM SERVING SMALL/MIDSIZE +1-847/392-386@ OFFICE 1%75»190
BUSINESSES AND FORTUNE 5@¢ COMPANIES FOR OVER 28 +1-847/722-7357 24 HR MOBILE ]
YEARS. WE INTEGRATE OPEN SOURCE SOFTWARE TO

PROVIDE SECURITY, COMPLIANCE, HIGHLY AVAILABLE CHICAGO - SAN DIEGO - TAIPEI

NETWORKING, CUSTOM APPLICATIONS, AND GLOBAL
ROUTING SOLUTIONS.
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https://www.cerebralsoftware.com/

CYBERSECURITY:
+ BUSINESS INFORMATION SECURITY OFFICER FOR A
FORTUNE 1@8@ INSURANCE COMPANY, DEVELOPED AND
MANAGED CYBERSECURITY ROADMAPS TO REDUCE RISK
AND MAINTAIN SECURIYT POSTURE
 OPERATIONAL RISK MANAGEMENT AND CONTROL,
CYBERSECURITY CONSULTANT FOR THE WORLD’S
LARGEST CLEARING PLATFORM
» CISSP CERTIFIED SECURITY CONSULTANT TO THE
WORLD'S LARGEST DERIVATIVES EXCHANGE,
COUNTERED EMERGING THREATS WHEN NOT HARDENING
SYSTEMS AGAINST KNOWN AND ANTICIPATED
ATTACKS.

CUSTOM SOLUTIONS:
WE'VE DEVELOPED A US$1BN/DAY WIRE TRANSFER AND
CHECK/ATM PROCESSING SYSTEMS FOR THE BANKING
SECTOR AND ERP/MRP SYSTEMS SERVING SEVERAL
INDUSTRIES

WECFACTORY™ :
* LIGHTWEIGHT MANUFACTURING SCHEDULER - SHOP-FLOOR
INTEGRATION - CYBER-READY TELEMETRY
» REAL-TIME VISIBILITY -COLOR-CODED STATUS FOR
EACH PRESS/JOB. MINUTE-ACCURATE SCHEDULING THAT
OPERATORS ACTUALLY USE.
Pe LEGACY-FRIENDLY — DROP-IN COLLECTORS (SERIAL,
OPC-UA, MQTT). WORKS ALONGSIDE YOUR ERP/MRP — NO
RIP-AND-REPLACE.

CYBERSECURITY CONSULTANCY SERVICES:

CYBERSECURITY RISK MANAGEMENT

STRATEGY ROADMAP DEVELOPMENT AND EXECUTION
NIST FRAMEWORK 2.8, IS020@71, COBIT 5.0,
QUALYS, SPLUNK SIEM, CYBERARK

THREAT & VULNERABILITY MANAGEMENT

AI GOVERNANCE

THIRD PARTY VENDOR MANAGEMENT

BUSINESS CONTINUITY MGMT + DISASTER RECOVERY
INCIDENT MANAGEMENT / RESPONSE

PROGRAM MANAGEMENT - CONFLUENCE, JIRA
REGULATORY: PRIVACY, NYDFS, CCPA, GDPR

RISK ASSESSMENTS & AUDIT METHODOLOGY

CYBER THREAT INTELLIGENCE

ENDPOINT DETECTION AND RESPONSE ®EDR®
DATA LUSS PREVENTION

WEB APPLICATION FIREWALLS / WAF
CONTENT DELIVERY NETWORKS / CDN

COMPANIES SERVED:

ALLSTATE INSURANCE COMPANY

CHINA ONLINE

CITIBANK

CME GROUP / CHICAGO MERCANTILE EXCHANGE

DAVID HALE GLOBAL ECONOMICS

ISCO INTERNATIONAL

MATERIAL AND TOOL MANUFACTURERS

MEDICAL AND REAL ESTATE CLIENTS

OLCOTT PLASTICS

OPTIONS CLEARING CORPORATION




